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Your help desk or service team. They're not all password
trained to be helpful and solve problems managers are
quickly. But if someone calls pretending to genuine?

be locked out of their account and urgently

. needs a password reset, it's easy to see
CO u Id SOCla I how a well-meaning team member could be
. . tricked into handing over access. 7
engineering , — )
From there, it's game over. Attackers can %k > %k k

bri ng down install ransomware, steal customer data, or

snoop around in your systems undetected.

our business? »
y - The worst part is this kind of attack is Cyber criminals are

One phone call could be all it takes to Simple to pull off. And hlghly effective. Creating fake websites that

; ; ; That's why even small businesses need to look exactly like the real
bring your business to its knees. take it ser?lously. thing, offering downloads

That's the chilling reality of social of password manager
engineering. It's a type of cyber attack So, what can you do? software that's secretly
that doesn't rely on clever coding or been tampered with.
fancy tech. Instead, it targets your Start by training your team to be cautious . .
people. And it's becoming one of the of unusual requests, even if they sound These lookalike sites often
biggest threats to businesses of all sizes. |egjtimate. And dont rely on memory or gut appear in search engine

instinct. Put strong identity verification ads, making them hard to

; . Cf procedures in place that everyone follows, spot. Even for experts.
manipulates someone into giving up every time. Technology can help with this, Once installed, the

ngtsémlse :?gc:‘;?:gfar:t%rv?/i(:t?\e:%ﬁ%ne call DY adding extra checks before any sensitive software works normally
or email from someone pretending to be ~ action is taken. on the surface, but behind
p g the scenes it can steal

Il , lier, or even nior .
ﬁ]:(r)\aegae%_tﬁhzimghi sguﬁd?ri:niﬁy,o Remember, cyber criminals don't need to your data or install
urgent, or frustrated... anything to get the break in when someone will open the door ransomware.
response they want. for them. But with the right awareness and

safeguards, you can make sure your team Always double check the
And if your staff aren’t on high alert, that  knows how to keep it firmly shut. web address before
one conversation could open the door to downloading anything, and

your entire network. Need help keeping your team on only get so_ft_ware from
. trusted, official sources.
A favourite target for these attacks? top O'If cyber S?Cl“"ty best
practice? Get in touch.

Social engineering is when a criminal
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Full PDF translation comes to Edge
Yes, you'll be able to open a PDF in Edge, click the Translate
icon, and instantly see the entire document in your chosen
language. No more copying and pasting line by line.

It will support over 70 languages and be a real time saver

for understanding manuals, contracts or reports written
in another language.

The rollout is already
happening right now.
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INSPIRATIONAL
QUOTE OF THE MONTH

“l have not failed.

I've just found 10,000
ways that won't
work.”

Thomas Eddison, inventor.

Loser gets the coffee:_; -it's
time for a fun tech quiZ...

e most downloaded app o} 20247

1 What was th Word indicates which ervor?

7. A blue wavy line in Microsoft )
7. What does Yhe acronym VRL S’fﬂw\f)\ for? -
4. Where are the headquarters o} M\(vosolf’f locate ,80 .
5. During ity earliest days w development in Yhe 19808,

name was Windows -0 known by?

The answers are below.
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NEW TO

MICROSOFT

Pick up where
you left off in
Android



Your fingerprint is your password...
so what happens if it gets stolen?

Biometrics are changing the On the dark web, biometric credentials
way we log in. are now being sold for high prices to

criminals who know how to use them to

Whether it's a fingerprint, a facial scan or bypass identity checks.

even an iris pattern, more and more
businesses are using this tech to access
systems, files and customer records. It's
fast, it's convenient. And it feels more
secure than a password.

Q: Is it really that risky
What can you do? to let staff use their
own devices for work?
Start by making sure biometric data is

stored locally on devices wherever

possible, not in a central database that

could become a target. If it must be

But there’ tch: If ts hol .
HEheres a cate SO Sl stored centrally, it should be encrypted to

of your biometric data, you can’'t change

Q: How often should we
change our passwords?

Hackers are
that use biometrics for logins, because
they know how powerful that data is. A
stolen password can be cancelled. A
stolen fingerprint? That's forever.

your digital world, make s
only one who can open the

| Can we help you
keep your biometri
)data secure?

Recommendation from Zac Meers,
Perigon One - Service Desk Manager

Q: Do we really
need to back
up dataif we're

{ using cloud
services?

Atdec Ora Mounting Arm

Why Your Desk Needs This?

The Atdec ORA Single Dynamic Monitor Arm is a sleek
solution that supports monitors up to 35 inches with
smooth, easy adjustments. It helps improve posture,
comfort and overall desk space.

With a compact design and 10 year warranty, it is a smart,
long lasting upgrade for any modern workspace.

Available now for $260.00 at Perigon One Store.

@ perigonone

NOT ON THE EMAIL LIST ALREADY! GET A COPY
OF TECHNOLOGY INSIDER EVERY MONTH...
To be added to the mailing list click here ~_?

CALL +61 8 6146 3582
EMAIL reachout@perigonone.com.au
WEBSITE www.perigonone.com.au
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